DISCLOSURE of PHI IN FRONT OF PATIENT VISITORS


Pat Beato

A provider’s discussion of protected health information with a patient in the presence of a visitor in the ED or an inpatient room has generated a privacy complaint on several occasions.  In each case, the physician (and one time an NP) entered the patient room where a visitor was present and began discussing PHI with the patient.  The patients involved complained about their information being shared in front of the visitor; in these particular situations, the results disclosed were all of a sensitive nature.

HIPAA Policy 0P23.2 permits providers to share information with family or friends involved in the care of the patient.  Only the patient’s oral agreement (not a signed authorization) is required to discuss PHI with whomever the patient identifies.  If the patient is unable to give his/her agreement, then only the minimum necessary information should be disclosed to those with a close personal relationship to the patient, consistent with the physician’s good professional practice and ethics and the situation.

What does this mean?  In an office or clinic setting, if a patient brings someone into the exam room with him/her, the physician can infer that it is permissible to speak in front of that other person.  The sole purpose for entering an exam room is to discuss PHI with the physician, so the inference to speak in front of this visitor can be reasonably made.

In the ED or inpatient setting, things are a bit more complicated.  If the MD has an established relationship with the patient and knows from prior experience that the patient agrees to the disclosure of PHI (e.g. the patient always has his wife in the exam room when being seen in the office), then the provider can infer it is okay to share information in front of that family member.  If the doctor does not know the patient’s relationship with the visitor, our suggestion is for the physician to ask the visitor to step out of either the ED treatment area or inpatient room for a couple of minutes while the patient is examined and/or discussion takes place.  The patient is of course always free to request that the visitor stay.  Although the MD could also just directly ask the patient if it’s okay for the visitor to remain present, it may put the patient in an awkward situation if he/she does not really desire that a relative hear the information being given, but is uncomfortable saying so in front of the family member.  Having the provider be the one to ask the visitor to step out for a few minutes takes the burden off the patient.  Remember that the visitor could easily be the patient’s boss, neighbor or visitor from church with whom you don’t have the patient’s agreement to disclose information.

Many of you are probably wondering about privacy in semi-private rooms and treatment areas where only curtains separate patients.  The Privacy regulations address this by requiring that appropriate safeguards be put into place (pulling the curtain, speaking softly when possible, etc.) as much as possible.  Disclosures that might take place in these situations under appropriate safeguards can be categorized as incidental under HIPAA and not in violation of the regulation.  Speaking directly in front of an unknown visitor in a setting such as ED or an inpatient room without giving consideration to privacy, or demonstrating a reasonable attempt to provide privacy can invite a patient complaint, possibly to the Department of Health and Human Services.  Just keep in mind that the patient’s agreement is required to disclose PHI to a family member or friend.

For any questions, please contact either me or your facility’s Privacy Officer.  Additional information on HIPAA is available at:  http://intranet.urmc.rochester.edu/HIPAA
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