
 

1 

Intro to Ethics for Digital Health 
UR Health Lab 
 
Course Introduc-on (00:00-07:21) 
Hi, and welcome to an introduc1on to Digital Health Ethics. If you’re watching this then you are likely a member 
of one of the various teams throughout the University of Rochester whose work is at the intersec1on of digital 
technologies and health care, whether that is through ISD, the UR Health Lab, CTSI, or any number of other 
collabora1ons that rou1nely happen here. Again, welcome. 
 
My name is Kevin Boyd, and I am the Associate Director of Chaplaincy Services, but I am also trained as an 
ethicist. In this presenta1on we will introduce you to some basic ethical principles that are relevant to the 
design, development, and deployment of digital health tools. The goal is to help you cul1vate your “ethical 
sensi1vity.” Think of it as an ethics-related spidey sense, that liMle flash that signals that you’ve run into an area 
where we need to think carefully before proceeding. We don’t expect you to leave this presenta1on with a 
sense that you have all of the answers. Just an increased awareness of when you might need to ask more 
ques1ons, and when some outside consulta1on might be beneficial. 
 
You will encounter ethical ques1ons at every stage of the digital health project. These projects may be for 
research, quality improvement or direct pa1ent care. While no unified framework exists, we draw on principles 
from clinical and research ethics that may be familiar to some of you: (1) respec1ng persons, (2) benefi1ng 
individuals, and (3) promo1ng jus1ce. Keeping these principles in mind at each stage of crea1on and use of a 
digital health tool will help you sense when more reflec1on is needed. 
 

 

But why do any of this in the first place? What is the role of ethics in the digital health space? Why should we 
include this extra layer of considera1on into already complex and 1me-consuming projects? Let me offer a few 
stories that illuminate the urgency of this issue.  
 
Example 1: Racial Bias in Facial Recogni1on (1:56-4:09) 
Joy Buolamwini was an undergrad in computer science at Georgia Tech trying to write a program that could play 
peekaboo. The soeware worked for the most part, only it consistently failed to recognize Buolamwini’s face. 
Instead, she subs1tuted her roommate’s face and finished the project. Years later, while aMending an 
entrepreneurship conference in Hong Kong she aMended a demonstra1on of a “social robot”, trained to respond 

https://www.urmc.rochester.edu/
https://urmcprod.service-now.com/sp
https://www.urmc.rochester.edu/health-lab.aspx
https://www.urmc.rochester.edu/clinical-translational-science-institute.aspx
https://www.ncbi.nlm.nih.gov/books/NBK470260/#:~:text=Definition%2FIntroduction&text=Digital%20health%20has%20a%20broad,Improve%20access%20to%20healthcare
https://news.mit.edu/2018/study-finds-gender-skin-type-bias-artificial-intelligence-systems-0212
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and interact with human counterparts. Only, the robot did not engage with Buolamwini at all. Finally, years later, 
aeer finishing her Rhodes Scholarship at Oxford, Dr. Buolamwini came to the MIT Media Lab, where she worked 
on an augmented reality project she called “Aspire Mirror” which was designed to project uplieing visual images 
onto a user’s face. Except the project wouldn’t work on Dr. Buolamwini, unless she first put on a white mask. 
 
So, what was going on? Well, it took a while to figure it out completely, but eventually a group of researchers 
looked at the data sets most widely used to train machine learning models/AI projects related to facial 
recogni1on. One of the most popular, Labeled Faces of the World, a collec1on of images from online news 
ar1cles and image cap1ons from UMass Amherst, was found to be more than 77% male and more than 83% 
white. Furthermore, since many of the images were from online news sources, they had a dispropor1onately 
high representa1on of quote-unquote “newsworthy” individuals-the U.S. President at the 1me, George W. Bush, 
was seen in 530 of the collec1on’s images, more than twice the en1re number of black women in the dataset. 
 
The programs themselves lack inten1onality, but they were absolutely perpetua1ng racial bias and 
discrimina1on because they couldn’t even see people of color as people. Why? Because there weren’t people of 
color adequately represented in the datasets used to train the machine. Biased datasets come to biased 
conclusions, and biased conclusions hurt people in very real ways. 
 
Example 2: Pneumonia Risk Assessment (4:11-5:51) 
Here's a clinical applica1on. In the mid-1990s, pneumonia was the sixth leading cause of death in the US, with a 
mortality rate of about 10%. A group of researchers started working on a project to design an algorithm that 
would determine one very important, and very early medical decision with a pneumonia pa1ent: whether to 
treat them as an inpa1ent or an outpa1ent. One of the researchers on that project, Richard Ambrosino, was 
aMemp1ng to train a rule-based model on the dataset of about 15,000 pa1ents he was given. One day he 
no1ced an odd rule that his system pulled from the data. The rule was, “If the pa1ent has a history of asthma, 
then they are low-risk and should be treated as an outpa1ent.” 
 
Ambrosino is not a clinician, but he is a human being with common sense. Clearly, a pa1ent with a significant 
history of asthma must be more vulnerable to pneumonia. He started talking to the physicians. He found a 
nuance that escaped the limits of a machine learning model. Pa1ents with asthma were most oeen immediately 
admiMed to the hospital, and oeen directly to the ICU for cri1cal care. As such, those with asthma were actually 
less likely to die, on average, from their pneumonia than the general popula1on – but it was precisely because 
they received high levels of care from the outset. The model, purely looking at rates of mortality, saw them as 
low risk. The reality is that they were low risk only because they were provided early access to inpa1ent care. 
The poorly defined outcomes would have led to a life-threateningly dangerous clinical prac1ce if implemented. 
 
Conclusion (5:53-7:21) 
These are just a few of the complicated issues that suggest that ethics has a vital role to play in the use of 
technology in health care. Poorly defined outcomes can impact pa1ent care. Poor datasets can compromise 
results. As the use of ar1ficial intelligence becomes more frequent in healthcare, we run into real ques1ons 
about transparency and value alignment. We have serious ques1ons to answer about data capture, data access, 
and data storage. Are there secondary or unintended uses of this technology that might be harmful? 
 

https://www.sciencedirect.com/science/article/pii/S0933365796003673
https://www.sciencedirect.com/science/article/pii/S0933365796003673
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A common refrain in the technology world is, "move fast, break things." In the health care context, that 
sen1ment can have devasta1ng, even deadly consequences, because the "things" we are talking about are real 
people who we encounter in moments of extreme vulnerability. The digital health movement seeks to leverage 
emerging technologies to increase pa1ent access and ul1mately to improve pa1ent outcomes. With the 
implementa1on of all new technologies, we also are confronted with new sets of ques1ons and concerns. As we 
move into the subsequent modules of this presenta1on, we will engage in a more specific discussion of respect 
for persons, beneficence, and jus1ce. In doing so we hope to elucidate some of these important ques1ons and 
offer some resources for how you might address them at the University of Rochester. 
 
Respect for Persons (07:24-17:56) 
Introduc1on (7:24-11:17) 
Hi, I’m Jon Herington, an assistant professor of bioethics at the University of Rochester. In what follows, I’ll talk 
about a core principle in both clinical and research ethics: Respect for Persons. Fundamentally, showing respect 
for individuals requires acknowledging each person’s capacity to make informed decisions about their own life: 
including whether and how they use a technology, how their data is used, and its influence over their daily care 
within the hospital system. Because we are working in health care, these issues are especially important 
because digital health projects may have a profound impact on people’s health, their bodily privacy, and their 
autonomy. Because we work through the hospital, we are also subject to enhanced scru1ny regarding the 
collec1on, use, and storage of healthcare data.  
 
One classic case of a failure to respect persons is the use of so-called “dark paMerns”, that use user interface 
designs to extract unnecessary informa1on from users or nudge them towards default op1ons. For instance, this 
is a login page for a popular holiday review app. In the center of the page, it prominently displays login op1ons 
using social media accounts, and relegates other op1ons to smaller, less central areas of the page. Because of 
the buMon placement, the vast majority of users will sign in with Facebook or Google, providing access to their 
friend lists and public photos; fewer will create a disconnected TripAdvisor account using the small text on the 
boMom; and fewer s1ll will skip the data harves1ng altogether using the link on the top right. This use of design 
tricks aMempts to subvert people’s reasoning about their own data privacy. Note that there may be legi1mate 
reasons for using designs that “nudge individuals” to take default op1ons, or that lower the cogni1ve burden of 
using an applica1on, but doing so requires careful balancing of pa1ent autonomy with pa1ent benefit. If in 
doubt, seek advice. 
 

 

https://www.hhs.gov/ohrp/regulations-and-policy/belmont-report/read-the-belmont-report/index.html#xrespect
https://petsymposium.org/popets/2016/popets-2016-0038.pdf
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Another way in which we might disrespect persons is by failing to no1fy individuals of the collec1on of their 
data. For instance, so-called ambient intelligence systems have been developed to con1nuously collect video, 
thermal, audio, telemetric and wearable data from pa1ents, healthcare workers, and visitors in wards and aged 
care facili1es. These systems promise to help monitor pa1ents for falls, op1mize clinician workflows, and 
allocate resources. But collec1ng such sensi1ve data secretly and without consent undermines people’s ability 
to control their own privacy, oeen during a 1me of intense vulnerability. 
 

 
 
So, what should you watch out for? Things that pose a high risk of viola1ng an individual’s autonomy in digital 
health projects include (1) a lack of transparency, (2) a lack of a consent process, (3) collec1on of iden1fiable or 
sensi1ve data, and (4) use of data beyond its original purpose. We consider each in turn. 
 
Transparency (11:21-12:21) 
Digital health projects should transparently disclose: (1) their existence, (2) their intended purpose, (3) the kinds 
of data they collect, and (4) the way that data is stored and used. These disclosures should be presented in a 
format that is easily diges1ble for people with low familiarity with standard data collec1on prac1ces. Avoid walls 
of text that are easy to skip or ignore. 
 
For applica1ons that make predic1ons or recommenda1ons, the performance of the applica1on should be 
evaluated and disclosed to end users. Disclosures should include easily diges1ble informa1on about the 
intended use of the technology, overall accuracy of the predic1ons, false posi1ve and false nega1ve rates.  
 
Consent (12:23-13:52) 
Digital health projects should give subjects an opportunity to make informed choices about the collec1on and 
use of their data. Crucially, this requires informing subjects about the applica1on, asking for explicit consent to 
collect the data, and crea1ng easy methods for subjects to withdraw their data. 
 
Technologies that record data about people who are not the primary users of the applica1on are par1cularly 
sensi1ve. This can occur when caregivers use applica1ons to record data about pa1ents without their explicit 
consent, or when home health apps inadvertently collect data on other household members. While this kind of 
collec1on oeen occurs anonymously, subjects should ideally be no1fied and provided an opportunity to refuse 
to par1cipate in data collec1on. 
 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8310737/
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Second, even where there are no direct par1cipants - such as retrospec1ve analyses of electronic health records 
- some kinds of projects should include community consulta1on. Any project that involves historically 
marginalized communi1es should be inten1onal about involving representa1ves of that community in the 
design, implementa1on and analysis of the research. 
 
Privacy (13:55-15:24) 
Digital health projects should respect individual privacy. This requires (1) limi1ng the collec1on of data to the 
features required to complete the intended task, (2) transmirng and storing data securely, and (3) limi1ng 
access to data to only those with a legi1mate need to know.   
 
Moreover, two special considera1ons apply to some kinds of projects. First, projects that collect video, audio, or 
wearables data should be carefully veMed to evaluate the risk that they will inadvertently collect or transmit the 
private ac1vi1es of end users. Technical or policy controls should be enacted to minimize these risks, and the 
residual risks of video or audio capture should be outweighed by the benefits to the end users.  
 
Second, most digital health projects should obey HIPAA privacy regula1ons. Addi1onally, most research projects 
must abide by the confiden1ality provisions in the Common Rule on human subject protec1ons. If you are 
unsure whether your project counts as research, consult the Research Subjects Review Board.  
 
Responsible Data Re-use (15:28-16:07) 
Finally, digital health projects should reuse anonymized data sensi1vely. While research subject and HIPAA 
regula1ons mostly allow unrestricted use of deiden1fied data, there are some cases where such data can be 
used to re-iden1fy individuals. For instance, using anonymized transcripts of telehealth conversa1ons between 
pa1ents and mental health counselors may raise issues regarding dignity and privacy, even if the data is 
technically de-iden1fied. 
 
Conclusion (16:10-17:01) 
Ul1mately, respec1ng the personhood of our pa1ents requires thinking carefully about whether our 
technological solu1ons treat them with dignity. This typically involves providing users with more control over the 
types of data they make available to researchers. This is tradi1onally accomplished by complex privacy no1ces 
with an opportunity to decline par1cipa1on, but should ideally involve giving individuals more fine-grained 
control over the kinds of data they provide and what purposes they allow it to be used for. Ul1mately, if we 
suspect that our projects are not transparent, or are making it more difficult for ordinary users to direct their 
own care, then we should stop what we are doing and seek advice. 
 
Summary (17:04-17:55) 
To review our sec1on on Respect for Persons, let me offer three brief summary statements: 

1. First, respec1ng persons requires transparency. It requires no1fying subjects about the existence of 
digital health projects, the kinds of data we collect, and the value judgments we made along the way. 

2. Second, respec1ng persons requires seeking their consent. Documenta1on should be easy to access and 
understand, and subjects should be able to exercise control over their par1cipa1on and their data. 

3. Finally, respec1ng persons requires protec1ng their privacy, limi1ng the data we collect to only those 
things which are necessary, and storing it securely and safely.  
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Beneficence (18:00-26:39) 
Introduc1on (18:00-21:42) 
Digital health is supposed to facilitate healthcare that is higher quality, more accessible, more efficient and more 
reliable. In this module, we discuss the ethical principle of Beneficence  - by which I mean benefi1ng pa1ents 
and society. This principle underpins most of the quality assurance and performance tes1ng that we do. As 
applied to health technologies, beneficence requires ensuring that the use of our technologies (1) does not 
cause harm to pa1ents or their families, (2) that it improves their care or experience, and (3) that the 
performance of the technology is robust across different contexts. As we shall see, there may be tradeoffs 
between these different goals, and thus, ensuring we discharge our du1es to pa1ents can be more difficult than 
it appears. 
 
Let’s start with a couple of examples of digital health projects gone wrong, before moving to some general 
considera1ons during data collec1on, development, and deployment. 
 
Epic Systems, a na1onwide provider of electronic health record systems, developed a module that purported to 
warn clinicians if a pa1ent was likely to develop sepsis during hospitaliza1on. The system was based on about 
400,000 pa1ent encounters that occurred between 2013 and 2015 across three different health systems. Epic’s 
internal valida1on of the system at the three different hospitals suggested good performance, beMer than 
clinicians in most cases (with an area under the curve of between 0.73 and 0.86). Epic’s system was integrated 
into their Electronic Health Record system and was deployed at other 170 hospitals. In 2021, however, an 
external valida1on of the model in a large cohort of Michigan hospitals showed very poor performance - 
iden1fying only a third of pa1ents with sepsis, despite genera1ng alerts for every fieh pa1ent who entered the 
emergency room. The high rate of false posi1ves and false nega1ves generated a large amount of alarm fa1gue 
amongst clinicians and likely diminished the quality of pa1ent care. Epic ul1mately recommended that users of 
its system retrain the model on a hospital's own data before it was clinically deployed in order to improve the 
accuracy of the model. 
 
A second example involves the usability of applica1ons. For instance, a 2016 study of the usability of a web-
portal and SMS-based diabetes management system, found that two out of five key tasks – for instance, 
correc1ng a glucose measurement or expor1ng a glucose value – could not be completed by 30-40% of pa1ents. 
Other studies have shown that usability is a key fric1on point for digital health projects that contributes to low 
usage and user drop-off, undermining self-management of chronic condi1ons. 
 
So, what things help us avoid harm and benefit our pa1ents?  
 
User-Centered Goals and Design (21:45-22:31) 
Applica'ons which are developed with the input of their end users are more likely to serve their needs. Users also have 
different understandings of, and access to, technology. User-centered design tackles these problems by consul'ng with 
users to iden'fy their specific needs and use contexts. It is par'cularly focused on ensuring the accessibility of the digital 
health applica'on to all people and engaging in usability tes'ng before deployment. This not only respects our users, but 
also ensures that unknown harms are avoided, and benefits are fully realized. 
 
 
 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3342811/
https://jamanetwork.com/journals/jamainternalmedicine/fullarticle/2781307
https://jamanetwork.com/journals/jamainternalmedicine/article-abstract/2803492?resultClick=1
https://jamanetwork.com/journals/jamainternalmedicine/article-abstract/2803492?resultClick=1
https://academic.oup.com/jamia/article/23/1/5/2380010
https://humanfactors.jmir.org/2017/4/e24/
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Data Quality (22:33-23:41) 
We are all familiar with the slogan - “garbage in, garbage out” - and while there may have been big strides in the 
quality of data collec1on over recent years, applica1ons are s1ll being built on top of incomplete, convenient, or 
biased datasets. In general, developers should ensure data quality by: (1) understanding the source of their data 
(who collected it, for what purpose, from which loca1on and 1me period), (2) involving subject maMer experts 
or community members to interpret data variables or structures, and (3) consider collec1ng custom datasets 
where there are ques1ons about the accuracy or structure of the exis1ng data. Avoiding the use of convenience 
datasets is an important way in which we will generate high quality, efficient, and robust digital health projects 
that minimize the risk of harm and maximize benefits. 
 
Performance Valida1on (23:44-25:11) 
Digital health projects should have their performance validated more rigorously depending on the level of risk 
their deployment poses to pa1ent health and wellbeing. For simple proof-of-concept models and applica1ons, 
this may involve a simple test-training split of exis1ng data. For those digital health projects which involve 
behavior management of low-risk condi1ons in the community, simple cohort tes1ng and qualita1ve 
assessment may be sufficient. For applica1ons with diagnos1c, therapeu1c or resource alloca1on implica1ons 
for inpa1ents, it may be appropriate to consider a full clinical trial before widespread deployment. Likewise, 
applica1ons which distribute resources amongst community members, or have implica1ons for individuals’ 
access to healthcare, should warrant a very high level of scru1ny. Finally, performance tes1ng should be robust - 
evalua1ng performance and usability for different plavorms, clinical contexts, and users. This was seen in the 
Epic sepsis predictor, where its performance degraded in lower-resource hospitals. Performance in one context 
does not ensure the same performance in a different context.  
 
Conclusion (25:13-25:38) 
Preven1ng harm and maximizing benefits to our pa1ents requires careful considera1on throughout the design, 
data collec1on, tes1ng and deployment phases. If an app is being developed without input from end users or 
with convenience datasets, or deployed without robust and verifiable tes1ng, then we should stop what we are 
doing and seek advice. 
 
Summary (25:41-26:39) 
To review our sec1on on Beneficence, let me offer three brief summary statements: 

1. First, benefi1ng our pa1ents requires listening to them. We should ensure that we have asked end users 
what their needs are and allowed them to review prototypes. 

2. Second, benefi1ng our pa1ents requires ensuring our data is high-quality. We should have a good 
understanding of where, when and why data was collected. Data used to train machine learning models 
should be appropriately representa1ve of the subjects who will be using the final applica1on. 

3. Finally, benefi1ng our pa1ents requires carefully valida1ng the performance of our digital health 
projects. Ideally, we will validate each project’s performance using real-world trials, before it is deployed 
as part of pa1ent care. 

 
Jus-ce (26:44-38:18) 
Introduc1on (26:44-27:18) 
Hi, this is Kevin, back to wrap up our final sec1on: Jus1ce. Jus1ce is a huge concept and can mean a number of 
different things to different people. For digital health projects, jus1ce ensures that 1) people are treated fairly 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC10009391/
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and with equity, 2) that we are inclusive, and 3) that we have done as much work as we can to think through the 
unintended poten1al uses and abuses of the digital health tools that we are developing.  
 
Equity (27:19-30:06) 
We are inten1onal in our use of the word equity here and dis1nguish that from the idea of equality. Equality 
would mean that each individual or group of people is given the same resource or opportunity. Equity realizes 
that each person has different circumstances and allocates the resources and opportuni1es needed to provide 
equitable access and opportunity. What does that mean in the real world, or in a health care context? Equality 
would simply require dissemina1ng important informa1on—for instance, a post-visit summary from a health 
care clinic—in the same language (usually English), or making sure that the informa1on on your hospital website 
is presented in a consistent English-language format. However, equity would require you to account for the non-
na1ve speakers and readers in your pa1ent popula1on and provide important health informa1on in mul1ple 
languages. Equity would require that your website provide various accessibility tools to ensure that users with 
varied physical, cogni1ve, and linguis1c differences can have access to necessary informa1on. 
 
Let’s take scheduling as another example. If you’ve ever tried to call a physician’s office to schedule an 
appointment, you know that it can be a frustra1ng and 1me-consuming process. Why not streamline that into 
an online system where pa1ents could select their own physicians along with open clinic appointments that 
meet their scheduling needs, like the OpenTable app, but with health care instead of a restaurant reserva1on. 
From the perspec1ve of simple equality, it could make sense: everyone has equal opportunity to select the 
appointment that they want from the convenience of their own computer and at any 1me during the day. From 
an equity standpoint, though, several issues arise. First, not everyone has reliable access to the internet. There 
are s1ll many areas in our country without dependable service. Secondly, not everyone has a mobile phone, 
tablet, or computer that can access the internet. Individuals with lower socio-economic status, oeen the same 
people who already encounter barriers to accessing health care, could be shut out altogether. Finally, not all 
people use the internet in the same way. There may be cultural or demographic factors that impact how one 
uses the internet, and they could inadvertently create adverse health impacts if we were to shie to this en1rely 
online mode of scheduling. An equitable version of this model would likely require retaining some ability to 
schedule in person or via phone, as well as ensuring the online interface is equipped with accessibility soeware. 
 
Inclusion (30:07-32:32) 
The long history of medicine is laced with paternalism, by which I expressly mean an instance when a healthcare 
provider or the larger health system assume they know what will be in their pa1ents' best interests and make 
decisions for those pa1ents without their consent. Too oeen, the pa1ents themselves, or the communi1es who 
are the targets of larger public health ini1a1ves, are en1rely lee out of these projects, or are included in only 
marginal ways. A commitment to inclusion means that the project invites input from stakeholders at every stage 
of its development, including the ini1al planning and design phases. This should be true across the board but 
especially so in cases where the digital health tool is engaging with vulnerable or historically marginalized 
groups. 
 
Here are a few ques1ons to ask as you build your solu1on. Were individuals from these groups included in the 
ini1al phases of problem iden1fica1on? Were their experiences included in design and data capture? In other 
words, is the digital health project truly collabora1ve in nature with the people that it intends to help, and is it 
actually helping them? 
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A specialty care clinic with a focus on under- or uninsured pa1ents might be able to meet a significant need in a 
large urban area, but if it is far away from the city’s public transit routes, it isn’t going to do much good. A 
mental health digital applica1on might contain wonderful resources, but if they are all presented in ultra-high-
defini1on videos that require high-speed data plans to stream, they aren’t likely to benefit all of their intended 
audience. In both instances, intended users of the service could quickly iden1fy the problem, while planners and 
developers outside of that lived experience might not be able to see it on their own. 
 
Inclusion asks us to make space in the project to respecvully consider a variety of lived experiences and to 
include them when we collect and analyze data, and when we design, develop, and deploy digital health 
projects. Finally, as we have men1oned throughout this presenta1on, the idea of inclusion also requires that we 
do everything possible to make sure that the digital tools that we design are accessible to those who may have 
physical, cogni1ve, or linguis1c differences. 
 
Substan1ve fairness and secondary or unintended consequences (32:34-35:52) 
When we speak of substan1ve fairness in digital health tools, we mean the duty to consider the poten1al for 
bias at every stage of a project’s lifecycle. Recall the example from our introduc1on: facial recogni1on 
technology trained primarily on white, male faces. That dataset of mainly white and mainly male faces was 
clearly biased, and it clearly led to biased outcomes. This is a complicated problem. Training datasets are large, 
and it is not always easy to find out what data was used in their training process.  With larger AI projects, the 
training set might be of an impossible size; large language models from Open AI and Google are scraping the 
en1re internet as their training data. This can raise significant ques1ons about the u1lity of the data, not only in 
terms of sheer size but also in rela1on to its geographic varia1on and collec1on methods.  
 
We should also be diligent about finding out all that we can about the datasets that we use to train machine 
learning and AI models. If they are large, publicly available sets, then the data used for training should also be 
made available. If there are internal data sets from our own ins1tu1ons or research, then we should inves1gate 
the data that was captured, how it was captured, and how it was interpreted. Although we oeen forget this, 
data is not recorded or analyzed in a vacuum, and the same biases that exist to create health dispari1es in the 
first place around race, gender, and socioeconomic status can easily be inadvertently reproduced in how we go 
about collec1ng our data. We should seek to eliminate as much bias as possible in the tools we develop. 
 
Finally, to put it simply, jus1ce means that we need to ask, “Is this something that is going to make a posi1ve 
difference,” “does this do good,” and in some cases, “does this do more good than harm?" Jus1ce reminds us to 
ask the ques1on, “Could this hurt people, and if so, how?” For example, a recent AI bot from a large foreign 
supermarket chain was intended to help people reduce their food waste by genera1ng recipe ideas from 
leeover food items. Basically, you could enter whatever things are in your pantry, or about to go bad, and this 
bot would give you a recipe idea. It sounds good, and it is surely an environmentally aware and sustainable 
idea—on the whole, a good. However, mischievous users quickly demonstrated that this bot would also offer 
“recipes” for things like deadly chlorine gas when the right combina1on of ingredients were input. The bot 
en1tled that par1cular recipe, “Aroma1c Water Mix.” This was clearly not the intended use of this technology, 
but at the same 1me, it was en1rely predictable given what we know about human nature and our propensity 
to immediately aMempt to break or pervert any new technology.  
 

https://news.mit.edu/2018/study-finds-gender-skin-type-bias-artificial-intelligence-systems-0212
https://www.forbes.com/sites/mattnovak/2023/08/12/supermarket-ai-gives-horrifying-recipes-for-poison-sandwiches-and-deadly-chlorine-gas/?sh=2a39b0e4302f
https://www.forbes.com/sites/mattnovak/2023/08/12/supermarket-ai-gives-horrifying-recipes-for-poison-sandwiches-and-deadly-chlorine-gas/?sh=2a39b0e4302f
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Conclusion (35:53-37:20) 
No one could an1cipate every poten1al misuse of digital health technologies that they create. However, good 
ethics does require us to think seriously about the poten1al misuses of the things that we create, and to put 
some guardrails in place to prevent or minimize that harm. This is an incredibly crucial point, which is why I am 
ending with it. The capaci1es of large language model ar1ficial intelligence systems have increased in 
exponen1al ways. The rate of technological progression always outpaces thoughvul reflec1on on the 
appropriate use of that technology. With ar1ficial intelligence in par1cular, we are talking about a tool that has 
poten1al impacts across nearly every aspect of our lives. We need to be thoughvul, especially at these ini1al 
stages of integra1ng this technology into our lives and prac1ce. Ethicists across the board have sounded cau1on, 
if not alarm, at the rate of advance, but as workers in the field of health care, we need to be extra careful in our 
use of these developing technologies. To be clear, we are not against technology in the least; we are simply 
advoca1ng for thoughvul considera1on of how the tools that we develop might be used and misused in the real 
world. We are responsible for them. This is an area where outside consulta1on, an extra set of eyes, can be 
especially valuable.  
 
Summary (37:23-38:17) 
To review our final sec1on, let me offer three brief summary statements: 

1. Jus1ce takes into account different circumstances and contexts; it promotes a culture of equity in the 
aMempt to create fair opportunity and access to all. 

2. Jus1ce is inclusive. Jus1ce demands we seek and incorporate the feedback and experience of all users 
and that they be included in the design, development, and deployment of digital health tools. 

3. Finally, jus1ce requires us to think seriously about the poten1al unintended uses and abuses of the tools 
we create. We are responsible not only for the good they do, but also for the harm that they can 
produce. We need to think carefully not only about how we intend for them to be used, but how they 
could be used in malicious ways. 

 
Course Conclusion (38:21-38:42) 
This brings us to the end of our presenta1on. We know that it was a lot to cover, and even so, we also know that 
we’ve only touched on some of the core ethical issues. We don’t expect anyone to feel like a content expert, but 
we do hope that we have cul1vated a sensi1vity to the role of ethics in the digital health space. Thank you. 
 
 
 
 
 
Contact URMC Digital Health Ethics Consultants 
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Summary: Ethics Concerns in Digital Health Projects 
 

 


