Department of Public Health Sciences

The Department of Public Health Sciences is dedicated to the improvement of health and health care among diverse populations through research learning, and community partnerships. PHS is organized into three academic Divisions (Social and Behavioral Sciences, Epidemiology and Health Policy and Outcomes Research) organized to support research and education. The latter includes two PhD programs (Epidemiology and Health Services Research), several masters and certificate programs including a CEPH accredited Masters in Public Health and a Preventive Medicine Residency. Our faculty who both teach and conduct research represents diverse disciplines including epidemiology, health services, anthropology, demography, clinical medicine, nursing, behavioral psychology and economics. PHS researchers work with local, national and international communities with funding governmental and non-governmental sources and with internal and external collaborators including community based organizations. PHS is co-located in the SRB.
Administration:  Administrative staff in PHS includes a dedicated Grants and Agreements team with project-specific grant managers assigned to each faculty member and project to assure compliance, budget tracking, accounting, and all other aspects of research project administration including management of numerous data use agreements. Our information and technology support staff in conjunction with Academic IT, assure computers, software, and server access are operational 24/7. Other full time facilitate human resource and fiscal management and adherence to University of Rochester policies.

Office space: The PHS provides office and work space to all faculty and staff with primary appointments in the department in the Saunders Research Building.
Nonspecific resources: The PHS provides non-project-specific resources and supplies to support faculty and staff in their operations, including computers, computer support, printers and software support. All PhD students have a dedicated carrel or cubicle and computer. PhD candidates are provided funding for travel to a conference annually.

Computer resources: The Department of Public Health Sciences makes available to its faculty, staff and students, a wide range of computing resources. Our IBM SONAS storage system is maintained by the University of Rochester Academic IT support specialists. SONAS is a tiered storage solution from IBM. It is contained inside one Rack at the data center. Our SONAS cluster is made up of the following components:

•
Redundant power connections to the A and B side power of the data center.

•
Two Interface nodes

•
Two Storage nodes

•
One Management node

•
Infiniband internal network for management use.

•
Two DDN enclosures.

•
Two TSM servers.

Each node is an IBM server running RedHat along with GPFS for running the cluster. 

Management Node:

The Mangement node is used by AIT to manage the cluster. All changes that need to be made (adding a new share, creating a new filesystem file set, etc) is done through the management node either through an SSH session or by the Web GUI. 

Storage Nodes:

The Storage nodes are directly connected to the DDNs. These nodes are not directly accessible on the URMC network. All communication to the storage nodes is done across the infiniband network. The storage nodes are the machines that move the data around on the DDNs.

DDNs:

There are two disk expansion drawers: One for the Tier one storage, and one for the Tier 2 Storage. The Tier one storage is made of up 60 600GB SAS drives configured in 10 RAID 6 arrays. This allows for multiple drive failures to occur and still have a functioning storage Tier. Tier two is comprised of 60 2TB Near-line SAS drives in 10 RAID 6 arrays as well. The DDNS are not directly accessible on the URMC network as well. These storage nodes are directly connected to the Storage nodes, as well as on the infiniband network for management by the management node.

Interface Nodes:

The Interface nodes are how each client machine connects to the Storage cluster. There are two IP addresses, one assigned to each interface node. They are accessible by the dns name delphi.urmc-sh.rochester.edu. They are connected to the network using 1GB links. Each interface node has the ability to have 4 network connections. The two interface nodes are split across the networking zones of the data center, that way if one of the core routers goes down, we can still access the storage.

TSM Servers:

We have the primary TSM server located in the Tape Annex in the Annex across the street from the Medical Center. It has four fiber channel connections to the IBM 3548 Tape Library in the annex. This allows the server to have direct control over our "partition" of the tape library and directly control the drives. TSM backs up SONAS every day at 2am. The HSM, or archival feature, is enabled but has not been triggered yet as our rules are based on capacity, not age. 

The second TSM server is a virtual server used to run TSM reporting.

Access to the server is available through workstations located at the University, the MPH Student Work Room, and through the Internet, via a Virtual Private Network (VPN) Concentrator and an encrypted client software program. All data accessed through the Internet is heavily encrypted and decrypted for security reasons. 

There are 2 high-speed, general use Network Printers used in the Department. Both printers are Xerox WorkCentre 5790 are high volume multifunctional devices (MFD) that copies, scans, emails, and faxes.

The department owns over 230 individual workstations. All pre-doctoral trainees are provided with cubicles equipped with their own dedicated computers. All internal hard disks on departmental workstations, whether they are stationary or portable, are fully encrypted using Pointsec encryption software. In addition, each departmental workstation is running Sophos anti-virus software to protect against computer viruses. The Sophos software is automatically updated on a regular basis. All email messages on Medical Center Email Servers are also scanned for viruses, and anti-spam software filters out spam. Departmental users typically work with programs such as Microsoft Office Suite, Windows SAS, Windows STATA, SPSS for Windows, Reference Manager, EndNote, Stat/Transfer, EPI Info and others. Currently (2013) Workstations are running Windows 7 and Windows XP Operating Systems. All workstations run Windows 7 Operating Systems.

Internet connections for email and networked printing are provided to all faculty, staff and students. All email messages on Medical Center Email Servers are scanned for viruses and filtered for spam.

The University of Rochester Medical Center is protected by a CheckPoint Firewall-1which limits the source and type of traffic coming into the institution. The University imposes some restrictions on network protocols to reduce the risk of various common vulnerabilities. The University also utilizes Cisco PIX Firewall products for some applications. Both the Medical Center and the River Campus offer Virtual Private Network (VPN) services for secure remote access, Secure Web Servers, and Automated Security Scanning to ensure high levels of security. The University has deployed an automated Intrusion Detection System, in order to assist in the detection of certain well-known attacks and prevent the attacks from being completed successfully. 

Intrusion Prevention:

The "Tcp_Wrappers" program running on the server, blocks IP Level Connections and "RPCBIND" blocks RPC Connections.

Intrusion Detection:

The "Tripwire" program running on the server, checks the file system integrity by performing checksums and checking fields in specified file inodes. An in-house program that performs similar checks is "Hobgoblin." The "COPS" program looks for possible root exploits by checking for bad "rhosts," home directory permissions, and "world write-enabled" files, that may get called by "suid" root programs. In addition, we also run two file checksums on all "suid" programs on the server. Network passwords are checked daily to see if they can be broken.
