University Infrastructure for Computing and Informatics

UR Data Centers

All data storage for this project will be located within the UR Datacenters. The Primary and Secondary Data Centers are controlled access environments housing critical technology equipment, applications, and data. They are the hub of the University’s computing resources, which are shared by the academic, medical, research, and administrative communities. The Primary Data Center has a 7,500-square-foot raised floor, and the Secondary Data Center has a 4,000-square-foot floor. 
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 The University of Rochester Medical Center is protected by a Check Point Firewall-1, which limits the source and type of traffic coming into the institution. The University imposes some restrictions on network protocols to reduce the risk of various common vulnerabilities. The University also utilizes Cisco PIX Firewall products for some applications. Both the Medical Center and the University offer Virtual Private Network services for secure remote access, secure Web Servers, and Automated Security Scanning to ensure high levels of security. The University has deployed an automated Intrusion Detection System, in order to assist in the detection of certain well-known attacks and prevent the attacks from being completed successfully.

All raw datasets, analytic datasets, conversion programs and log files are stored on file servers for a period of five years from the date that the results are published and are copied to tape backups nightly. Within the general context of URMC computer systems, security is maintained in several ways. Full back-ups are done nightly of the entire network. Additionally, all applications, projects and user accounts are stored on mirrored disks. If one disk should fail, the remaining disk of the mirror is used, and no data loss or downtimes experienced. Monthly, aback-up tape is removed from the site and stored in a secure location. Only specific authorized users are allowed to access projects. The system administrator specifies these users. Watcher programs are used to monitor disk utilization, rogue, user and daemon processes, as well as rogue system alterations. Security monitoring programs are used to alert for possible security holes. The University of Rochester Medical Center also maintains an outer firewall in front of their Enterprise network, providing an additional level of security.

UR High performance computing (HPC)

The University of Rochester recognizes the key role of high- performance computing (HPC) in the advancement in research both within and across disciplines spanning all areas of academic scholarship. As a consequence, the University created the Center for Computational Arts, Sciences, and Engineering (CASE). This University-funded center provides researchers across the university with the both the resources (i.e. CPU, storage, software tools, etc.) and the assistance (training, operational support, software development support, etc.) necessary to fully utilize high-performance computation in their research activities. CASE maintains two high-performance computing (HPC) clusters: the 7 teraflop BlueHive cluster, consisting of 84 compute nodes totaling 672 CPU cores, 672GB RAM, and 24 TB storage; and the Nova cluster, consisting of 144 CPU cores, 144GB RAM, 1.2 TB storage. CASE provides supporting software applications and tools, including Intel, GNU, and IBM compilers, parallel communications libraries, math libraries, and domain-specific applications, and cross-domain scientific applications including R and MATLAB. All of these resources are supported and maintained by a dedicated support team. In addition to computing resources and tools, CASE staff assists researchers to apply these tools to their own research by providing expertise and training, including: technical assistance applying computing to research; training in general HPC use, application use, and software development; and assistance in porting and tuning applications. The UR has further expanded its research facilities through a recent joint HPC research alliance with IBM. This activity provides researchers across the University with the resources and the assistance necessary to fully leverage high-performance computation in support of their research activities. The acquisition of a 13.9 teraflop BlueGene supercomputer, with 2048 processors, 2TB RAM, Storage Server with 90 TB storage, Front End Server, and 8 File Servers, complements the existing IBM Linux cluster in the CASE (see above). These high performance resources are professionally managed in the University’s new state-of-the-art data center and offer researchers the power and the complete suite of software tools, including Intel optimizing compilers, Math and MPI libraries, IBM compilers, IMSL, ESSL, GPFS, the R statistical computing system, Matlab, Mathematica, System S, and SolidDB. In addition to this extensive computational research environment, University staff assists researchers to apply these tools to their own research by providing expertise and training, including: technical assistance applying computing to research; training in general HPC use, application use, and software development; and assistance in porting and tuning applications.

URMC Research and Academic IT

Research & Academic IT provides a broad range of IT services including desktop support, application development, systems administration, server and web hosting, IT consulting, project management, and Information Security for the University of Rochester School of Medicine and Dentistry and other affiliated organizations. Research & Academic IT's leadership is committed to meeting the technology needs of the University of Rochester community today, and planning for a secure, dependable IT systems and services in the future. 

Among Research & Academic IT’s objectives are the following:

· Develop applications and tools to support collaborative educational and research 

· Provide access to software and resources to facilitate research, such as REDCap™

· Provide training in educational and research-related tools and resources

· Provide access to data, such as clinical data, to support biomedical research

Areas of Support

1. Desktop / Laptop / Mobile Device Support

Research & Academic IT provides basic desktop support to all faculty, staff, and students at the University of Rochester School of Medicine and Dentistry, as well as extended technical support to a number of groups and departments.

2. Application Development

Research & Academic IT provides application development, support and consulting to individuals and groups in administrative, academic and research areas. We work with the URMC community to create enterprise-class web-based and mobile applications serving the needs of researchers, clinicians, patients, students, and educators. Our staff works with you through a highly collaborative process to understand your specific needs and outline the best technology solution. Our planning process focuses on engaging the end users early and often, ensuring that the solution meets the unique needs of the URMC community. 

Research & Academic IT can assist on a wide range of projects including:

· web application development

· mobile application development

· database and report design

· secure clinical data interchange

· integration with central campus systems

· creation of HIPAA compliant applications

· evaluating 3rd party products

In addition, Research & Academic IT supports REDCap, the Research Electronic Data Capture system, which provides functionality and features to enable faculty, staff and students to rapidly develop databases and online surveys. These databases, data entry forms, and surveys are intuitive, easy to use tools for collecting data, including data validation. REDCap also offers a Data Export Utility, which enables researchers to export their data in an automated manner into formats that are compatible with commonly used statistical analysis packages, such as SAS, SPSS, Stata, and R.

3. Network Access Support

The University of Rochester Medical Center Network has been established to enhance educational and research activities and to promote innovation and competitiveness. We are able to assist all faculty, staff and students with getting access to the services they need. From requesting a network account, purchasing a computer, protecting your computer from viruses, or resetting forgotten passwords.

4. Server Provisioning and System Administration

Research & Academic IT provides virtual servers for departmental projects and applications. Research & Academic IT administers these servers while providing complete access to departmental users for applications and collaboration activities.

5. Data Center Management

Research & Academic IT provides researchers with secure, HIPAA-compliant Data Center services. In conjunction with UR IT and URMC ISD, Research & Academic IT provides management of firewalls and other data center security and operational components, including security monitoring, system patching, and vulnerability scanning.

6. Secure Data Storage and Data Management

Research & Academic IT designs, develops and operates research data management solutions for the URMC community. Research & Academic IT provides data storage resources to all faculty, staff and students of the University of Rochester School of Medicine and Dentistry. Our enterprise-grade secure storage solution includes backup, archiving and disaster recovery solutions for the URMC community.

7. Procurement 

Research & Academic IT provides consultation to faculty, staff and students related to utilizing UR IT services or acquiring hardware/software to meet their needs. Research & Academic IT is provides for the full range of life cycle services including being responsible for all the processes, tasks and people required to keep PCs functional and maintain user productivity during the lifetime of hardware and software. 

8. Information Security

Research & Academic IT provides Information Security assistance, guidance and training for all HIPAA Information Privacy and Security issues for all School of Medicine and Dentistry faculty, staff, and students. In addition, we work with departments on projects requiring Federal Information Security Management Act (FISMA) compliance.

