Off-Site/VPN Access for E-mail and HRMS

Enrolling in Duo Mobile Security
In order to log into your e-mail and/or HRMS from an off-site connection (this includes your phone, generally), you must have a smart phone with access to the Duo Mobile security application.

To begin, visit https://tech.rochester.edu/enroll-in-duo/
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In order to access HRMS and your e-mail, you will have to do the set-up for both University Duo as well as URMC Duo.
· University Duo will have you set things up using your NetID and password, so make sure you have that ready; this will allow you to access HRMS
· URMC Duo will have you use your AD (domain) username – this will be the same username you use to log into a computer (this will sometimes be the same as your NetID, depending on your name length, but not always); this will allow you at access your e-mail
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Once you log in, you can start the set-up – both set-ups look slightly different, however, they work the same way. The URMC authentication has a few more steps than the University authentication.
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** Make sure you change it to “Automatically send this device a Duo Push” when you log in – you will receive a notification to approve the connection, and then it will log you in***



Once Duo Mobile is set up on your phone, it should look like this (it may look a bit different on an Android phone, however, the app should look the same):
[image: C:\Users\amaiorano1\AppData\Local\Microsoft\Windows\INetCache\Content.Word\IMG_3947.png]
When you try to log in and receive a push notification to approve, it should look like this:
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Once you approve it, the site will log in!
If you have any issues, please don’t hesitate to give the ISD Helpdesk a call at (585) 275-3200!
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Enroll in Duo

Choose from the following Duo options and enroll using either your University NetID or URMC Active
Directory credentials to access University or URMC systems.

URMC Du

End User Computing (EUC)
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URMC Two-Factor Authentication

Log in to enroll your mobile phone, tablet or landline phone for two-factor
authentication when accessing systems remotely (eRecord, VPN, etc.).

Start by enrolling a device that is currently nearby (primary office phone or
mobile phone), then choose "Enroll another device" to add other mobile or
landline phones, or a tablet.

Or, log in and click Manage Devices to edit your devices.
Call the ISD Help Desk at (585) 275-3200 for assistance.
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This process will help you set up your account with this added layer of security.
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