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Life Emergencies: EMS Data
COVID-19 Pandemic Response
Protecting Downstream Partners
Practice the Basics: Ransomware Mitigation
How to incorporate HIEs into your disaster and
emergency preparedness plans.
• Questions?
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What is a Health Information Exchange?

A health information exchange (HIE)
allows health professionals and/or
patients appropriate access and
capability to securely share patient’s
health information electronically.

Source: https://www.healthit.gov/topic/health-it-basics/health-information-exchange

Health Information Exchange Services
We provide electronic access and services for authorized users, care
managers, and appropriate community-based organizations with
secure, electronic access to health information:
• Lab reports, images, and radiology results
• Hospital discharge notifications with clinical reports
• Ambulatory care summaries
• Hospital admission/discharge notification
• Demographics, deceased notification, some SDOH
• Participation in health homes

A Little Bit of History…
• Digitization of billing and claims
• Care transitions still paper-generated
• Images shared by films/CDs
• Faxing and snail mail used as primary
communication tools
• Minimal clinical data collected to support
billing cost reduction & patient care
• Payers begin to review clinical data from claims to analyze
quality of care
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Health Information Exchanges
HIEs Across the Country
• Strategic Health Information Exchange Collaborative (SHIEC) is a national
collaborative of 81 HIEs.
• SHIEC collectively serves 95% of the U.S. population.
https://strategichie.com/about/.

New York State (SHIN-NY)
• A Network of networks connects six regional HIEs allowing participating
healthcare professionals, with patient consent, quick access to patient health
information.
• The SHIN-NY is overseen by the New York State Department of Health and
governed by privacy and security policies and standards.
More: https://www.nyehealth.org/shin-ny/what-is-the-shin-ny/

More: https://www.nyehealth.org/shin-ny/what-is-the-shin-ny/

Introduction

Is your health information
exchange incorporated in your
emergency preparedness plans?
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HIEs as a Vital Tool in a Crisis

Source: https://ehrintelligence.com/features/stages-of-health-information-exchange-implementation

2021

Storms: Monroe County
• In 2017, during a windstorm, a
general family practice in Monroe
County used Explore+ as a backup
when their EHR was down
• Explore+ is a web-based service, so
it can be used on mobile devices.
• In this case, the practice was able
to use phones with cellular service
as a stop gap measure to wrap their
day.

Storms: Southern Tier
Two weather events occurred in the Southern Tier area in past years.
First Flood Event:
 Staff was stationed onsite at two disaster centers (Johnson City High School
and Binghamton University).
 Staff trained users at the centers on using the HIE clinical portal to look up
patients.
 Usernames had a specific naming convention qualified by the event (e.g.,
Flood2015_xxx) to track usage and for auditing.
 Users were provided with a “break the glass” security role that is used for
emergency purposes when a patient’s consent is not available.
Second Flood Event:
 Staff assisted in setting up the disaster center (Greater Binghamton Health
Center) by providing laptops to access the HIE.
 Staff provided training and set up accounts for users.
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Crisis Support
Ransomware Attacks

Crisis Support
Several ransomware attacks took place across New York State
in 2020
• Facilities did not have access to their own patient data since systems were shut
down; access to patient medical records from other facilities was hampered.
• The health information exchange became the access point for patient data; staff
was deployed to facilities to train additional users to access their own (and
community) patient data through the HIE.

Ransomware Case Study
Background
On an early Sunday morning in April 2017, a virus shut down the
entire computer network of a Buffalo, NY-based hospital and Level
1 Adult Trauma Center. While the hospital’s IT team immediately
commenced a thorough assessment and analysis of the situation
and worked to bring its system back online, staff was working to
manually complete medical records, admit patients and refill
prescriptions. HEALTHeLINK, Western New York’s clinical
information exchange, was contacted to see what assistance could
be provided to the hospital in the interim.
15
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Ransomware Case Study
HIE Response
Within hours of being contacted, HEALTHeLINK staff was on-site. Because the hospital was already a
data source for the HIE prior to the outage, staff was able to securely access data from its own
organization in addition to consented patient data from outside facilities. Prior to the network outage,
providers were able to access HEALTHeLINK through a single sign on process via the hospital’s electronic
medical record. With the network down, users were forced to access from “down time” laptops deployed
by the hospital’s IT department. However, users needed to have their passwords reset and a two-factor
authentication (TFA) method established to ensure patient health information was kept private and
confidential.
Partnering with the hospital’s IT department to coordinate and determine priorities, HEALTHeLINK staff
spent the first 24 hours enabling access to emergency department providers. Over the next several days,
HEALTHeLINK staff maintained a presence at the hospital to set up accounts, enable user access, and
provide training and general support of access to data via HEALTHeLINK for other department providers
and staff. A command center was also set up in the cafeteria where users, existing and new, could report
to gain access to HEALTHeLINK.
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Ransomware Case Study
Community access of ECMC data
Despite having no current ECMC data loaded to HEALTHeLINK since April 9, 2017, there is a 22%
increase in the access of ECMC data by community providers. This is driven wholly by ECMC
departments and clinics access of ECMC data through HEALTHeLINK. Without access to their own
systems, and despite limited computers with internet access, ECMC users viewed more than seven
times the ECMC records through HEALTHeLINK in April, than they had in any month previously, ever.
This is a testament to the ability of a facility’s user to access a patient’s historical data through the
HIE in the event of a system outage. Additionally, ECMC users viewed more than twice the patient
records than they had in any month previously.
HEALTHeLINK Access by facility users
The usage of HEALTHeLINK as a vehicle to access patient data rose 82% in ECMC workgroups
collectively in April. This is a result of the efforts and collaboration between ECMC and
HEALTHeLINK to ensure that ECMC users had the access, technically and operationally, they
needed to get to patient information.
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Life Emergencies: Clinical Use Cases for EMS
• Pre-hospital data. In many cases, patients
aren’t admitted to the hospital. An
ambulance responds, but patients often
declines E.D. treatment. Now that data is
available.
• EMS ambulance calls appears in the
community patient record patient record.
Total: 78 total EMS Data Sources between
Rochester RHIO, HEALTHeLINK and
healtheconnections
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COVID-19 Pandemic

19

COVID-19 Pandemic: 5 Ways to Use HIEs

https://ehrintelligence.com/news/how-a-health-information-exchange-can-boost-covid-19-vaccination

COVID-19 Pandemic Support
Support for several COVID related initiatives:
•
•
•
•
•
•

ECLRS Data Source
Daily Reporting to ECDOH and NYSDOH
COVID Test Alerts (Real-time and daily batch)
Workgroup participation (NYSDOH/NYeC, WNY Analytics, SHIEC)
NYSIIS Data Source
Vaccination alerts
• Daily Batch of immunizations administered
• Weekly files of patients not receiving second dose in prescribed time
• Monthly files of High-Risk patients without Vaccinations
• Hospital Alerts of vaccine status on admit
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Pandemic: Identify Homebound Individuals

Source: https://www.rochesterfirst.com/coronavirus/vaccinations-begin-for-homebound-individuals-in-monroe-county/

Pandemic: Finger Lakes Vaccine Hub

Source: https://www.flvaccinehub.com/regional-data
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Protecting Downstream Partners
• If you do have a cyber incident, you need to notify
your HIE(s) immediately. Depending on the
incident, the HIE could disconnect connections to
protect community data.
• If any other incident occurs that activates your
emergency preparedness plans, you should notify
your HIE, so we can provide additional tools.
• HIEs can help with triaging messaging to other data
users.
• If a doctor, nurse, or another clinician or care
manager leaves a practice, you need to notify your
HIE immediately.

Practice the Basics – Ransomware Mitigation
• Domain separation – Users’ workstations need to
be logically separated from production infrastructure
• Administrators – Computer administrators need to
be given separate credentials for computer and
domain administration
• Education & Training! – All employees need to be
regularly trained to spot suspicious emails, not
share passwords

How to Incorporate HIEs into Your Disaster Planning
• HIEs can sit in on tabletop exercises. HIEs conduct
their own tabletop exercises on a routine basis.
• Incorporate HIEs into cyber security plans as options
during an incident.
• HIEs can provide step-by-step instructions into
incorporating into your emergency preparedness and
disaster planning.
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Wrap-up

Is your health information
exchange incorporated in your
emergency preparedness plans?
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