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LEARN
Know the platforms.
Online enticement happens 
across all platforms, so be aware 
of the sites, games, and apps 
your children frequent. Ask them 
to show you how they use them.

Be proactive.
Teach your kids to spot common 
tricks used by online offenders. 
In NCMEC CyberTipline reports, 
the most common tactics used to 
entice a child online were:
• Engaging the child in sexual 

conversation/ roleplay as a 
grooming method.

• Directly asking the child for 
sexually explicit images of 
themselves, or offering to 
mutually exchange images.

• Developing a rapport with the 
child through compliments 
and other supportive 
behaviors such as “liking” 
their online posts.

• Sending unprompted sexually 
explicit images of themselves.

• Pretending to be younger. 
• Offering incentives for 

explicit content.

Spot the Red Flags.
A child who is experiencing 
online enticement may be:
• Spending increasing time online.
• Getting upset when he or she is 

not allowed on their device.
• Taking extra steps to conceal 

what they are doing online.
• Receiving gifts from people 

you don’t know.

ENGAGE
Talk about it!
Your kids might not tell you 
everything, but ask anyway. 
Regular conversations about safety 
can go a long way in increasing 
trust and communication. 

Get involved.
Challenge them to a duel. If you 
have kids who like to play online 
games, ask if you can play, too. 
When you respect their interests, 
they’re more likely to respect 
your rules.

Don’t pull the plug.
Taking away internet access 
because they may have made 
mistakes online doesn’t solve 
the problem. Talk to them about 
protecting themselves and 
respecting others online.

CONNECT
Set some ground rules.
Establish clear guidelines 
like what types of sites kids 
can visit, apps they can 
download, and when they can 
have access to electronics. 
Consider “blackout” periods 
that require disconnection.

Research before you buy.
It’s important to learn about a 
device’s capabilities before you 
buy. Will it allow unknown people 
to communicate with my child? 
Will this allow children to make 
unchecked purchases?

Go beyond safeguards.
Installing monitoring software 
doesn’t guarantee your child will 
be safe online. Time, attention, 
and active conversation are the 
best tools to protect them.

REPORT!
If your kids are dealing with 
cyberbullies or potential 
online enticement, report it 
to the website, cell phone 
provider, law enforcement, 
or www.cybertipline.org

PROTECTING YOUR KIDS

ONLINE 2.0



Online social media services 
aren’t new, but many of us are still 
learning how to use them without 
getting into trouble – especially 
children and teens. Use these 
tips to help your kids safely use 
any social media service from 
networking to image posting sites.
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What they’re posting?
Check comments and images for personal 
information, like phone numbers and addresses, 
as well as inappropriate and illegal content  
such as hateful or threatening speech and 
nudity. Delete anything you think is too  
much information. 

How they access social media?
Mobile devices, like cell phones and tablets,  
let children access social media apps away  
from adult supervision. Children may post 
content and even share their locations.  
Review app settings to help them keep 
information – like their location – private. 

Who they’re talking to? 
Your child’s online contact lists and followers 
may include people you don’t know, or even 
people your child only knows online. Even if 
 you don’t know the contact, make sure you 
know what images, messages, and other 
content they’re sharing.   

What account settings they’re using? 
This is where you can control who has access 
to your child’s information. Each social media 
service has a different setup, so take a look  
at each one your child uses. Always ask yourself 
– what is on the profile and who can see it? 

Who has access to their information? 
Most social media services have ads and 
applications from 3rd parties, like games and 
fan pages. If children click on these or add them 
to their profiles, they are allowing access to their 
personal information. Have a discussion about 
what’s OK to add and what’s not.

Where to report?   
If anyone talks to your child about sex, shares 
or asks them to share sexual images, or is a 
victim of sexual exploitation, make a report to 
the National Center for Missing & Exploited 
Children® at www.CyberTipline.com or 
1-800-THE-LOST®. 

Do you know...
NetSmartz.org/TipSheets
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PARENTS
GUIDETO 
S M A R T 
P H O N E  
SAFET Y
Smartphones are essentially little computers,  
so you might be a little worried when handing 
one over to your child. Take some time to 
understand the risks and implement a few 
safeguards so that you can help your child  
use smartphones safely.

1. Be a parent and a resource.  
Establish clear guidelines, including time 
limits and consequences for inappropriate 
behavior, but be open so your child will 
come to you with any problems.

2. Set up password protection.  
This will keep everyone but you and your 
child from accessing personal information 
stored on the phone.

3. Update the operating system.  
New versions often contain important 
security fixes.

4. Approve apps before they are downloaded. 
Make sure you understand their capabilities 
and approve their content.

5. Understand location services.  
GPS features are useful when using maps, 
but you’ll want to disable location-tagging 
when your child posts anything online.

THE RISKS

 ▪ CYBERBULLYING
 With the constant connectivity of 

smartphones, your child may be more 
susceptible to cyberbullying or have more 
opportunities to cyberbully others.

 ▪ GEOLOCATION 
 A GPS-enabled smartphone can reveal  

your child’s location through online posts  
and uploaded photos.

 ▪ INAPPROPRIATE CONTENT
 With smartphones, your child has mobile  

access to content you may consider inappropriate,  
such as pornography or violent videos.

 ▪ SEXTING
 Your child may use the Internet and  

social apps to send, receive, or forward 
revealing photos. 

 ▪ VIRUSES & MALWARE
 Just like a computer, a smartphone is 

vulnerable to security attacks if your child 
accesses unsecured websites and apps.

SMARTORSCARY?

5WAYS TO BE SMARTER
THAN THE SMARTPHONE!
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Rochester Office 
275 Lake Avenue 

Rochester, NY 14608 
585.242.0900 

Mohawk Valley Office 
934 York Street 
U ca, NY 13502 
315.732.7233 

  

 Buffalo Office 
610 Main Street, Suite 204 

Buffalo, NY 14202 
716.842.6333 

Greater Capital District 
359 Ballston Avenue 

Saratoga Springs, NY 12866 
518.812.6833 

Metro NYC  
Volunteer Office 
1040 Borden Ave. 

Long Island City, NY 11101 
718.222.5888 

 
nybranch@ncmec.org 

www.missingkids.org/NewYork 
               

 

Locations: 

The Na onal Center for Missing & Exploited Children, NY (NCMEC/NY) is 
available for families in crisis when a child goes missing.  Addi onally, 
NCMEC/NY provides free child safety and Internet Safety programs and    
resources to help families prevent abduc on and exploita on.  Add these to 
your paren ng “tool box” and emergency contact lists.    
 

To Report a Child Missing 

Immediately contact 911, then call the NCMEC hotline at: 
1‐800‐THE LOST (1‐800‐843‐5678). 
 

Web Resources: 
 

www.missingkids.org 

Learn more about NCMEC services and resources, download publica ons, 
view posters of missing children, or become a poster partner. 
 

www.cyber pline.org 
Report online crimes against children here or call 1‐800‐THE‐LOST. 
 

www.NetSmartz.org 

Internet safety resources for parents, educators, law enforcement, kids and 
teens, along with links to the following websites: 
www.netsmartz.org: 3D animated video games, and more! 
www.nsteens.org: animated videos featuring NSTeens characters, comics, 
and games for tweens and real  life story vigne es for teens. 

 

www.KidSmartz.org 

An abduc on preven on program for families that empowers children in 
grades K‐5 to prac ce safer behaviors. On the website, you will find: 
an Educa on Kit with lesson plans for teachers. 
animated videos that demonstrate the safety rules. 
“The Safety Dance” music video that reinforces the safety rules. 
an interac ve quiz and printable ac vi es for children.  
ar cles,  p sheets, role‐playing exercises, and a checklist for parents. 
 
 

Safety Central App 

Developed by NCMEC, download this free app onto your smartphone.  Use it 
to compile and store Child ID photos, fingerprints and data, plus connect to 
educa onal  ps, resources, and view missing kids posters. 

RESOURCES   FAMILIES 

@MissingKids 



 

 
The National Center for Missing & Exploited Children, NY (NCMEC/NY) provides free* child personal and Internet 
safety programs tailored for a variety of audiences including youth, parents, and professionals.  We are happy to visit 
your school, youth group, parent group, child care center, church, business, or other groups with these prevention ser-
vices. To request an education program, please email nybranch@ncmec.org or call 585-242-0900.   
 

KidSmartz Abduc on Preven on 
KidSmartz is a child safety program that educates families about preventing abduction and empowers kids in grades K
-5 to practice safer behaviors.  Parents and educators will find helpful articles, tip sheets, videos and lessons at 
www.kidsmartz.org. Presentations are available for: 
 

Adults—Parents, caregivers and educators learn about abduction and exploitation issues, steps to take if a child is 
missing, and strategies to help keep children safer, and how to access and use prevention resources. 
 

Children—This assembly-style presentation is an introduction to the KidSmartz Four Rules of Safety with engaging 
discussion, quizzes, music, and animated videos. Children learn about safety risks and self-protection strategies.  
 

NetSmartz Workshop—Internet Safety 
NetSmartz Workshop helps parents and educators to teach safety strategies to help children and teens to be good digi-
tal citizens and to be safer online.  Read articles, download tip sheets, videos and lessons and connect to age   appropri-
ate web sites for children and teens at www.netsmartz.org. Presentations are available for: 
 

Adults—Parents and educators learn about risks that children may face while online like: privacy issues, exposer to 
inappropriate content, inappropriate requests, cyberbullying, strategies to help keep them safer on the Internet,  report-
ing options, and additional resources.   
 

Children and Teens - During these interactive/age-appropriate assembly-style presentations, participants learn about 
online risks, skills to make safer choices, and knowing what to do if a problem occurs.     
 

Child ID Cards 
Having a compiled record of photos, fingerprints and identifying information is an extremely helpful tool when a child 
or teen is missing.  Organizations or groups can schedule a time to bring the service to them.  A new alternative for 
families is the Safety Central App that can be downloaded from the I-Store and Google Play.  Parents can use the 
Child ID feature of this app to capture and store this vital information on their own phone or device.   
 

Outreach Displays 
Invite NCMEC/NY to share child safety information and resources or to provide free child ID cards at your next health 
or safety fair. 
 

Stewards of Children 
NCMEC/NY is a provider of the Darkness to Light (D2L) Stewards of Children training. This 2.5 hour documentary-
style training  teaches adults how to prevent, recognize, and react responsibly to child sexual abuse. For more infor-
mation about Stewards of Children visit www.d2l.org.  
 
 
 

COMMUNITY EDUCATION SERVICES 

National Center for Missing & Exploited Children, NY Regional Office 
275 Lake Ave., Rochester, NY 14608 - 585-242-0900  

nybranch@ncmec.org—www.missingkids.com/NewYork        

@MissingKids 
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